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APIs

1.1 How Do | Determine Whether Flow Control Is
Triggered for an API?

If the returned error code is 429, flow control has been triggered for the API.

1.2 What Are the Flow Control Policies for Full Nodes?

In order to guarantee the stable operation of your full nodes and optimize their
performance, Node Engine Service (NES) assigns weights to APIs according to
their specifications. When the total weight of all APIs per second surpasses the
threshold, flow control is activated.

If your API requests are continuously restricted, it may result in delayed block
synchronization and failed transactions. To prevent your services from being
affected, you can:

e add nodes

e expand the specifications of existing nodes

e reduce the API calling frequency

e wait for several seconds and try again

Note that for a JSON-RPC batch processing request, the total weight of all

methods in the request is calculated. In addition to the preceding ways, you can
split methods to call them.

1.3 How Many Methods Can Be Included in a JSON-RPC
Batch Request for the Dedicated Version?

Batch requests are a feature of the Ethereum JSON-RPC API, which allows multiple
requests to be sent over HTTP or WebSocket. Each request can contain up to 1000
methods.
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1.4 How Many WebSocket Connections Can Be Made
Each Time?
Dedicated: A maximum of 1000 WebSocket connections can be made at a time.

Shared: A maximum of 2000 WebSocket connections can be made at a time for a
DApp.

1.5 How Do | Use HTTP Endpoints and Authentication
Credentials to Access Nodes?

You can perform the following operations to access a node using an
authentication credential.

Prerequisites

You have created a full node.

Procedure

Step 1 Create and obtain an authentication credential.

1.  On the NES console, choose Dedicated > Authentication Credential and
click Create Credential.

2. Describe the credential and set the access policy.

Issue 01 (2024-05-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 2



Web 3.0 Node Engine Service (NES)

FAQs

1 APIs

4.

Figure 1-1 Creating a credential

Create APl Key

Each APl key can be attached to the end of the node address as a request parameter for quick interconnection. This is
recommended for node interconnection tests. For actual business, use Huawei Cloud tokens. Each AP key can be downloaded
only once. Change the API key periodically for security.

+ Enterprise Project Select an enterprise project ~ (3 Create Enterprise Project 7

Description Enter a description

041,000

Access Policy ~

Target Nodes 2b936¢78-451b-4187-8136-0dd0242e355a = v @

Access Policy Type Disabled Whitelist Blacklist

Your DApp can only send requests to or receive requests from the whitelist.

Whitelist Whitelist Access Control By @ Operation

) Add Whitelist

Click OK. The credential is created and then automatically downloaded as a
ZIP package.

Fle Commands Tools Favarites Options Help

DRIV

Add  ExtractTo  Test  View D

VirusScan Comment  SFX

[ | (B credential (4)2ip - 21 archive, unpacked size 94 bytes

Name. Size  Packed Type Maodified CRC32
|

@] credental.csv 94 94 Microsoft Excel FSABF2BF

(10 NOTE

Each credential can be downloaded only once. Change the credential periodically for
security.

Decompress the package and open the credential.csv file to obtain the
credential.

F17 - Jr

| A& E =
1D Credential
e5b23068-f9e4-11ed-9237-0255ac1 00036 Iﬂ\lyaﬂCXGqQ_R |

ez ST R R

Step 2 Combine a node with the credential.
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1. Click a node ID.

Mainnet Sepolia Holesky
Select a property or enter a keyword Ql @
Node ID © status © Node Type & Client © Specifications Az g Enterpr.. § | Created § Operatio
2b936cfe-451b-4187-8136-0d4024263552 O Available Full node (Staking supported) 5| 3268 Az3 defautt Apr2g, 202 C

aead9024-f8c3-450e-bda3-6071cbb2df42 O Available Full node (Staking supported) s| 3268 Az3 default Apr28, 202 c

O Available Full node

; SYCPUs | 32GiB AZ3 default Apr2g, 202 Scale C

2. Obtain the values of HTTP Endpoint and WebSocket Endpoint.

< | 44be1527-f5c4-Acae-adf3-b6107€e07776

© Al node must be used with ts AP ey, FAQs (3

Status

CPU Usage Physical Memory Usage

\ —_—
3. Combine the HTTP endpoint or WebSocket endpoint with a credential.

Specifically:

- HTTP endpoint: https://your-http-endpoint/ your-credential. For example,
https://79b83c56-0a7f-11ee-9cac-0255ac10004e.web3.bcs.ap-
southeast-3.myhuaweicloud.com/XXXXXXXXXXXX

- WebSocket endpoint: wss://your-http-endpoint/ your-credential. For
example, wss:://79b83c56-0a7f-11ee-9cac-0255ac10004e.web3.bcs.ap-
southeast-3.myhuaweicloud.com/Xxxxxxxxxxxx

Step 3 Call the Ethereum node API.

Enter the HTTP endpoint and parameters in Postman and view the returned result.
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eth_blockNumber

b3.bcs.ap-southeast-3.myhuaweicloud.co

Authorization Body

none form-data x-www-form-urlencoded @ raw binary GraphQL

{"jsonrpc": "id": -1, "method": "eth_blockNumber", - "paras

"jsonTpc":
"id": 1,
"result":

--—-End
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Staking Nodes

2.1 How Many gRPC Connections Can a Staking Node
Handle?

500 gRPC connections at most. If there are more connections, the excess
connections will time out and the context deadline exceeded message will be
displayed. In this case, buy more nodes.

2.2 What Are the Default Parameters for Ethereum
Nodes?

The following parameters apply to Ethereum nodes:

e rpc.txfeecap 100
e rpc.gascap default

2.3 How Do | Use a Certificate and an Authentication
Credential to Access a Node?

You can perform the following operations to use a certificate and an
authentication credential to access a node.

Prerequisites
e You have created a full node.

e You have obtained a key on Staking Launchpad. For details, see NVES User
Guide (Staking Nodes).

e You have downloaded a validator client. Check the Prysm Documentation or
Lighthouse Documentation to download a client as required.
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Procedure

Step 1 Create and obtain an authentication credential.

1.  On the NES console, choose Dedicated > Authentication Credential and
click Create Credential.

2. Describe the credential and set the access policy.

Figure 2-1 Creating a credential

Create API Key

Each APl key can be attached to the end of the node address as a request parameter for quick interconnection. This is
recommended for node interconnection tests. For actual business, use Huawei Cloud tokens. Each API key can be downloaded
only once. Change the API key periodically for security.

+ Enterprise Project default w 3 Create Enterprise Project [

Description Enter a description

011,000
Access Policy ~

Target Nodes 2b936cf8-451b-4187-836-0dd0242e355a % ~ @

Access Policy Type Dizabled Whitelist Blacklist

Your DApp can only send requests to or receive requests from the whitelist.

Whitelist Whitelist Access Control By @ Operation

® Add Whitelist

ra ™
[ Cancel ) 0K

3. Click OK. The credential is created and then automatically downloaded as a
ZIP package.

AR

e Tool es Options Help
. o i

& 3

AP LH WD { 4@

Add Etactlo Test View Delete Find Wiad Info | ViusScan Comment SR

[ | [ credentiol @:2ip - 2P archive, unpacked size 94 bytes

Name . Sze  Packed Type Modified CRC32

94 94 Microsoft Excel

FSABF2BF

L] NOTE
Each credential can be downloaded only once. Change the credential periodically for
security.

4. Decompress the package and open the credential.csv file to obtain the
credential.

Issue 01 (2024-05-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 7



Web 3.0 Node Engine Service (NES)

FAQs

2 Staking Nodes

F17 -] s I
A B (o] D
D Credential
25b23088-f%e4-11ed-9237-0255a<c100038 IQNYaACXGqQR |

[zts) RASRUARIA RS

Step 2 Start a staking node.

1.

Click a node ID.

Figure 2-2 Node ID

Mainnet Sepolia Holesky

Obtain the node information.

For a Prysm client, you can obtain its gRPC Endpoint and Node TLS
Certificate.

For a Lighthouse client, you can obtain its HTTP Endpoint and Node TLS
Certificate.

Figure 2-3 Node details of a Prysm client

< | 2b936cf8-451b-4187-836-0dd0242€3552

NNNNNN

status

CPU Usage Physical Memory Usage

e S )
R S

Paste the key and TLS certificate to the hardware machine installed with the
script.

For a Prysm client, run the following command to import the key to the
keystore:

./prysm.sh validator accounts import --keys-dir=< YOUR_FOLDER_PATH> --< NETWORK >
NETWORK is the staking network and YOUR_FOLDER_PATH is the actual key
file path.

For a Lighthouse client, run the following command to import the key to the
keystore:
lighthouse --network < NETWORK > account validator import --directory < YOUR_FOLDER PATH >

NETWORK is the staking network and YOUR_FOLDER_PATH is the actual key
file path.

Issue 01 (2024-05-10)
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After the key is imported, perform the following operations for a Prysm client
and Lighthouse client, respectively.

For a Prysm client, run the prysm.sh file, configure the following parameters,
and start the staking node.

- beacon-rpc-provider. the value of gRPC Endpoint
- grpc-headers. the authentication credential

- tls-cert the relative path of Node TLS Certificate
Example:

./prysm.sh validator --beacon-rpc-provider=xx.xx.xx.xx:30002 --grpc-
headers=credential=XXXXXXXXXXXXXXXXXXXXXX --t{s-cert=ca.crt

For a Lighthouse client, run the lighthouse vc command, configure the
following parameters, and start the staking node.

- network: the staking network
- suggested-fee-recipient. the suggested fee recipient
- beacon-nodes-tls-certs. the relative path of Node TLS Certificate

- beacon-nodes. the HTTP endpoint or credential information

lighthouse vc --network < * NETWORK** > --suggested-fee-recipient <** YourFeeRecipientAddress** > --
beacon-nodes-tls-certs ca.pem --beacon-nodes https://xx.xx.xx.xx:30000/
),0.9,0.0.0.0.9.0.9.9.0.9.0.0.0.0.0.0.9 0.9 0.909060604

(10 NOTE

These parameters are mandatory for interconnecting Huawei Cloud nodes. Check the
Prysm Documentation and Lighthouse Documentation to learn other parameters.

Step 3 Monitor a staking node.

Click a node ID and click the Node Status tab page.

Figure 2-4 Node status

< | 2b936¢f8-451b-4187-8136-0dd0242e355a

Block Height
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(11 NOTE

You need to monitor and perform O&M on the validator client where a staking node has

been started. You can also enter the key on a page similar to the following to check the
client execution.

Login |'SignUp

- Validators ~ © N More ~
Validator 1(EF) n n E Home / Validators / Validator details
exaffc434cf813 3

Deposited Pending Active General
° — ° — e Total Rewards +1.27871ETH
Income Today +0.00139 ETH
¥ 457050  Active®  34.44457 ETH Income1d|7d|31d  -0.00304 | -0.02136 | -0.09496
0ETH @
APR7d|31d | 365d -3.48% | -3.49% | 3.99%
&18(94% @) B 178410(90% @) £2(35%@) R0 WO EAY
Luck 1418% & | 2311% &
14 Charts &Blocks [ Attestations & Sync & Slashings @8 Deposits EB Withdrawals Validator History
ncome  Proposals Epoch Rewards Events
Daily Income 178,408 pending...
178,407 +11,308GWei €D
0200
178,406 -10,560 GWe
I o000 178,405 +112836Wei @D
§ 000100 178,404 +20796Wei €D
= 78,403 +10926 GWei D
178,402 +15396Wei @D
000000
20.Apr 26.Apc 28.Apr 30.Apr 2May 4May 6.May B.May 10.May 12.May 14.May 16.May 18.May 20.May 22.May 24.May 170 4m 10 840 AW

--—-End
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